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ANALYSIS OF CRYPTOGRAPHIC 

IMPLEMENTATIONS
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Parameters to consider

• Development phase: new implementation, analysis of an existing one

• Analysis model: whitebox, graybox, blackbox

• Inspection setup: only software, hw probes, computational power

• Attacker model: logical, time/power side-channel, fault induction

• Target device: smartcard, MCU, SoC, CPU, FPGA

• User: product developer, (NUKIB) lab, third-party lab, end-user

• Cryptography targeted: symmetric, asymmetric, PQC, whole protocol

• Anything else?
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Main focus domains + projects

• Forensic profile of cryptographic device

– SCRUTINY: Compare and visualize difference between target and expected profile

– {JC/TPM}AlgTest: algs, performance and crypto assessment

– SPAExtractor: Database of powertraces, pattern matching

– co_template_finder: Finding (crypto) operation with repeating structure

• Analysis of cryptographic implementations

– ECTester: EC implementation testsuit (cards+swlibs)

– Javus: matrix testing of JavaCard VM security implementation 

– DISSECT: Verification of claimed EC curve selection process
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Main focus domains + projects

• Randomness testing

– BoolTest: new performant testing battery

– RTT: distributed and high-performance RNG testing with unified interface for STS 

NIST, Dieharder, TestU01, BoolTest

• Analysis of cryptographic keys

– Extraction of keys from real-world sources (TLS, CT, blockchain, hardware wallets)

– ECC and RSA keys, bias detection, classification of source library

• Constant-time crypto analysis/verification tools

– Survey on all existing tools, usability (developer) aspects (S&P 2022) 

– Application on cryptographic libraries (NSS)

– JCProfiler: performance and constant-time analysis for JavaCards
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https://github.com/crocs-muni/scrutiny/
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By certification laboratory By end-user
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co_template_finder
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• Search for specified repetition pattern

–E.g., 10 rounds of AES, 

–No need for template operation

–GPU speedup

(Master thesis, Martin Podhora)
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Main focus domains: PA / EM

• (Lukasz Chmielewski, assistant prof @ FI, ex-Riscure SCA)

• Picoscope, XYZ stage, PA/EM probes

• Extension of open-source control scripts
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Tentative proposal for the first phase

• We propose to focus on delivery of the following tools first:

• SCRUTINY: forensic profile of smartcard and comparison

• ECTester+DiSSECT: analysis of ECC implementation

• BoolTest: RNG randomness testing

• JCMathLib+JCProfiler: EC sw impl on JavaCard + on-card CT verif

15 SecTools meeting, 1.7.2022



www.crcs.cz/rsa  @CRoCS_MUNIhttps://crocs.fi.muni.cz @CRoCS_MUNI

SECCERTS.ORG PROJECT
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Project discussion with application garant (NUKIB)

• 28.4.2022 Presentation for NUKIB in Prague

• 22.6.2022 Instruction to Python programmatic API (I. Trummova) 

– Importance of working with non-public documents 

• Solution: file specifying location of additional documents and pairing method

– Importance of subset filtering (interest in selected products)
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SECCERTS TOOL (OPEN-SOURCE)
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Plánované výstupy

• Analýza stávajících certifikačních reportů #3 (CC, FIPS140)

– Primárním výsledkem je zpráva (jaký jazyk?)

• Popis současného stavu Common Criteria a FIPS-140 certifikace, problémy

• Identifikace zájmových oblastí (vývoj v čase, vliv zranitelností, notifikace)

– Průběžně rozšiřovaný nástroj je již dostupný https://seccerts.org

• Výzkumný článek

– JCAlgTest: Robust identification metadata for certified smartcards, 

Petr Svenda, Rudolf Kvasnovsky, Imrich Nagy, Antonin Dufka,  SECRYPT 

2022 (to appear), 2022.
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MAPPING OF CC TO NATIONAL 

VULNERABILITY DATABASE 

- ADAM JANOVSKY
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