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Cim se zabyvame — CVUT v Praze, FIT

* FPGA architektury pro kryptografii
» Software best-practice impIementacevkryptograficchh algoritmu pro FPGA -
ve formatu IP Core (VUT) (VUT 60% : CVUT 40%).
* Odbérova analyza

* Software pro verifikaci bezpeénosti kryptografického zafizeni (CVUT). (CVUT
60% : VUT 40%)
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FPGA architektury/techniky pro kryptografii

* Influence of passive hardware redundancy on resistance against
power analysis.

e Dummy rounds as a DPA countermeasure in hardware.

* Dynamic Logic Reconfiguration Based Side-Channel Protection of AES
and Serpent.

* High-Level Synthesis of Polymorphic Side-Channel Countermeasures.
* FT & AR: Area-efficient masked and fault-tolerant architectures.

* Versatile Hardware Framework for Elliptic Curve Cryptography.

* Implementation of the Rainbow signature scheme on SoC FPGA.
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Typické use cases

* Correlation Power Analysis (CPA)
e Symetrické Sifry (AES/PRESENT/Serpent)
* Utok na 1. rundu (MCU) / na posledni rundu (FPGA)

* Test Vector Leakage Assesment (TVLA) vdd
* Symetrické Sifry a post-quantum schémata T
* Welch’s t-test / x? test / Neuronové sité Q!
o o Target — Q-
* Sablonové utoky device — 8
TOM
)u(t) =R -i(t)
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FPGA: Spartan-3E Starter Kit
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FPGA: Evariste

e Upraveny pripravek
Motherboard
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FPGA: ZedBoard

e Upraveny pripravek | I
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FPGA: DPA board

* Vlastni navrh i vyroba
* Artix 7/
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FPGA:
Sakura-G (Spartan 6), Sakura-X (Kintex 7
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FPGA: Sada ChipWhisperer + Spartan 6
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MCU: AVR SmartCard
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MCU: Sada ChipWhisperer
+ STM32, CEC1702, ...
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VMICU: Koncové zarizeni

* Tachograficky snimac

=

pm—
| ——

$
b}

—
g

R

Méreny pripravek Méreny + méfici pripravek Méfrici/napajeci pripravek

01.07.2022 Workshop SecTools, Martin Novotny, CVUT v Praze, FIT 17



/

Vza

Odbeérova ana

* Platformy

e Osciloskopy

* Krypto algoritmy
e Scénare



Typicka konfigurace

DC coupling
VTd =
Target
device
i(t)¥
) u(t) =R -i(t)

vdd

i(t)¥

Target
device

AC coupling

) u(t) =Vdd — R - i(t)
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Agilent/Keysight

ANV KEYSGHT i DRI DMt R

01.07.2022 Workshop SecTools, Martin Novotny, CVUT v Praze, FIT 20



PicoScope
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ChipWhisperer-Lite
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Krypto algoritmy

* Symetrickeé Sifry
* AES
* PRESENT
* Serpent

* Hash
e SipHash

e Post-kvantova schémata
e Rainbow
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Scénare — CPA

e Utok na: 1. rundu / posledni rundu s _
* Preprocessing: nic / =
agregace vzorku (po hodinovych cyklech) P . =Corsain 0 i)
1 * samples)
* Postprocessing — korelacni koeficient: e e
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Scénare — TVLA

e Welch’s t-test
* v? test
e Neuronové site
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